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1. General

The LeadU Integrators REST APl is really simple and straightforward for fast & easy integration into your
custom applications.

It basically boils down to just one method giving you contact details of a person.

The root APl URL can be found on the FAQ of the leadu portal for your congress and is congress specific as
well. It usually can be derived from the portal url by appending “-api” to the subdomain like this:

https://<congress-code>-api.leadu.at

2. Authentication

The APl is secured via OpenID Connect client credentials grant (http://openid.net/connect/). The OpenID
Connect 1.0 (OID) protocol is a simple identity layer on top of the OAuth 2.0 protocol. After ordering the
webservice product you will get a client id and a secret key that allows you to request a JSON Web Token
(https://jwt.io/). This token has to be placed in the header of every call to the API.

2.1. Requesting a JWT (JSON Web Token)
To request an authorization token you have to issue a POST request in x-www-form-urlencoded format to
the following URL:

https://<api-domain>/connect/token

2.1.1. Form data
- client_id=<client id>
this is the client id you get after purchasing the webservice product.
- grant_type=client_credentials
This specifies the authentication method (grant flow) and has to be hardcoded
- scope=IntegratorsAPI
This specifies what the client wants to have access for and has to be hardcoded

This request has to contain your client id as well as your password using basic authentication.

2.1.2. Return data

Given that the request contains the correct parameters the API will return a JWT in JSON format containing
the following fields:

- access_token: This is the token you have to store and use in the header of every subsequent call

- expires_in: Contains an int value specifying the expiration of this token in seconds. Before
expiration you have to request another token to continue successfully retrieving person data.

- token_type: Bearer
this will never change

2.1.3. Example call

set url=https://<api-domain>/connect/token
set clientId=<username>

set password=<password>

curl "$url%" -H "content-type: application/x-www-form-urlencoded" --data
"client id=%clientId%&grant type=client credentialsé&scope=IntegratorsAPI" --cacert
cacert.pem --basic --user %clientId%:%password$

If you don’t have curl, you can get it from here: https://curl.haxx.se/download.html
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2.1.4. Example output
{

"access_token":
"eyJhbGciOiJSUzIINiIsImtpZCI6IjUINZzEYY2E4M2M3MDhiNDF1IMDgyOThmZTUzN2U4MjNhIiwidHIlwIjoiS1dUT
n0.eyJu¥YmYiOjEOODUYMTI2MTQsImV4cCIOMTQ4NTIXN] IxNCwiaXNzIjoiaHROCHM6Ly91Y3IxNyl10ZXNOLmx1YWR
1ImFO0IiwiYXVkIjpbImhOdHBz01i8vZWNYMTctdGVzdC5sZWEkdS5hdCOyZXNvdXJjZXMiLCJJbnR1Z3JhdG9ycO0FQS
SJALCJIJbGl1bnRfaWQiOiJTaWVtZW5zIiwic2NvecGUiOlsiSW50ZWdyYXRvenNBUEk1XX0 . PTINKXEcCQNh8CkpwueU
h_
1RPdOIb8vze5 HbXnCQOHCMTZnNmQVGrth9xT Xx1fj4JuNnIJ1ldUzE2Yc6KkZ4dydUflwTPzDsm9gLxP1SxFKO 13M
JtpNHLFUY1Pe-

Bexkcq3z8x5WPVENA5J4ZsVwSzRIX6TW32 1eAB3hBwTlpw4oUSAAvdgdOGt12iN6EY0Kew2v31yR3gnj55zR-6ExP
PgMVoDriyGSoQmNr-ul0GA6HaEpSN rBIK05-XMy-pC4ZaZsh7N6hkwHR85m1KD0-J UsxjK836on9zeAAr-
RnoVS9341eE14yZ5F3uR6KrVTAUtxjd3bkOdH] IgfXbw",

"expires in": 3600,

"token type": "Bearer"

3. Getting Person Information
To get person information you have to issue a GET request to the following URL:
https://<api-domain>/api/person/{badge-id}

- badge-id: This is the alphanumeric id of the visitor that is scanned from the visitor badges. It is fixed to 6 characters and is
prefixed with 0. For getting the correct person data you have to leave the id exactly as it is scanned. E.g. 000532

3.1. Person Data Request
3.1.1. Header

The header at least has to contain the authorization header in the following form:

- Authorization: Bearer <access_token>

3.1.2. Return data

Person data is returned in JSON format and contains the following fields:
- firstName
- lastName
- email
- profession
- companyName
- companyStreet
- companyCity
- companyZip
- countryCode - in ISO 3166-1 alpha-2 format

- country — the readable country name of the visitor
- salutation

- academicTitle

- emailPrivacy - BUSINESS if the visitor has declined the propagation of his/her email address, otherwise OPEN
- sex

- placeOfWork

- hospital

- institution

- department

- street

- zip

- city

- state

- extKey — the scanned badge-id
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Please note that some fields may be empty if not filled in by the participant, or if the person has declined
propagation of some of his/her data.

3.1.3. Error conditions
If the requested person cannot be found in the database a 404 error code is returned.

If the authentication failed a 401 error code is returned.
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3.1.4. Example call

This sample is using the curl tool and is using windows notation. You will have to adapt slightly if you are

running it on Linux.

set

token=eyJhbGciOiJSUzIINiIsImtpZCI6IkMxOUIzZODkKkS5NEJBRDYyQjAZNUQYMTRDNKI3QTcwRUE4OEIyQzFENQOUL
LCJ0eXAiOiJKV1QiLCJ4NXQi0iJ3WnMObVV1dF1yQTEwaFRHADZjT3FJc3NIWDQifQ.eyJuYmYiOjEOODUYMTUWNjA
sImV4cCI6MTQ4NTIXODY2MCwiaXNzIjoiaHROcDovL2xvY2FsaG9zdDolMDAWIiwiYXVkIjpbImhOdHA6LYy9sb2Nhb
Ghvc3Q6NTAWMCOyZXNvdXJ]jZXMiLCJIJJbnR1Z3JhdG9ycOFQSSJALCIjbGl1lbnRfaWQiOiJUZXNOQ2xpZW50Iiwic2N
vcGUi01lsiSW50ZWdyYXRvenNBUEkiXX0 . SOwfHXpcmeLf1Yw0iigvP1lUo2pfDcu3LY2P5Ba6j2Z2nzsQ4jsgGkrgClD
hNrglYgHc5Mn5Bg7MUAS20SJz3ybuE69t ftt8IN348bSLYx9c9ydduSTF 0zXL4H yXORWnlNMLYKE1EPmOt5 4L86
mGK44CjQeBuMnRKyMM1kCIkbrdUpbzMwJIImCJaTuOegf8fOACC3tLioiA-dlyN-
g4cn304KFZnXXb8YO3BYurBeBb4ImMse MvKMUOY1-ticOkAZchBcvcWJIcQgyZVrP30y32jBHb2ro-
w9TDYdk7ToPuXwNbid4cPJwO0ioWYIsHP-P1iAw244c00KouJMIbAkcw

set url=https://<api-domain>/api/person/2

curl "%url%" -H "content-type: text/plain" -H "Authorization: Bearer $%token%" -H
"Connection: keep-alive" --cacert cacert.pem
3.1.5. Example output
{
"firstName": "Lucas",
"lastName": "Sebastian"
"email": "Donec.dignissim@metusAliquam.ca",
"profession": null,
"companyName": "Vitae Posuere Associates",

"companyStreet": null,

"companyCity":
"companyZip":
"countryCode":
"salutation":

"academicTitle":

"emailPrivacy":

"sex": null,
"placeOfWork":

"hospital": null,

"institution":

"department":

"street": null,

"zip": null,

"city": null,

"country": null,

"state": null,
llextKeyll : ll2ll’

4. Rate Limit

The API is protected against misuse by applying a rate limit.

4.1. Access Log

Apart from rate-limiting API access each access is also logged for analytical purpose.

5. Test Integration

We have prepared a test Token for you to facilitate integration.
In order to use this APl you have to use the following parameters:
The test data has numeric badge id’s starting from 1

Client ID: TestClient

Password: MyClientSecret
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