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1. General	
The	LeadU	Integrators	REST	API	is	really	simple	and	straighOorward	for	fast	&	easy	integra@on	into	your	
custom	applica@ons.	

It	basically	boils	down	to	just	one	method	giving	you	contact	details	of	a	person.	

The	root	API	URL	can	be	found	on	the	FAQ	of	the	leadu	portal	for	your	congress	and	is	congress	specific	as	
well.	It	usually	can	be	derived	from	the	portal	url	by	appending	“-api”	to	the	subdomain	like	this:		

hZps://<congress-code>-api.leadu.at	

2. Authen@ca@on	
The	API	is	secured	via	OpenID	Connect	client	creden@als	grant	(hZp://openid.net/connect/).	The	OpenID	
Connect	1.0	(OID)	protocol	is	a	simple	iden@ty	layer	on	top	of	the	OAuth	2.0	protocol.	A`er	ordering	the	
webservice	product	you	will	get	a	client	id	and	a	secret	key	that	allows	you	to	request	a	JSON	Web	Token	
(hZps://jwt.io/).	This	token	has	to	be	placed	in	the	header	of	every	call	to	the	API.	

2.1. Reques@ng	a	JWT	(JSON	Web	Token)	

To	request	an	authoriza@on	token	you	have	to	issue	a	POST	request	in	x-www-form-urlencoded	format	to	
the	following	URL:	

hZps://<api-domain>/connect/token	

2.1.1. Form	data	
- client_id=<client	id>	

this	is	the	client	id	you	get	a`er	purchasing	the	webservice	product.	

- grant_type=client_creden1als	
This	specifies	the	authen@ca@on	method	(grant	flow)	and	has	to	be	hardcoded	

- scope=IntegratorsAPI	
This	specifies	what	the	client	wants	to	have	access	for	and	has	to	be	hardcoded	

This	request	has	to	contain	your	client	id	as	well	as	your	password	using	basic	authen@ca@on.	

2.1.2. Return	data	
Given	that	the	request	contains	the	correct	parameters	the	API	will	return	a	JWT	in	JSON	format	containing	
the	following	fields:	

- access_token:	This	is	the	token	you	have	to	store	and	use	in	the	header	of	every	subsequent	call	

- expires_in:	Contains	an	int	value	specifying	the	expira@on	of	this	token	in	seconds.	Before	
expira@on	you	have	to	request	another	token	to	con@nue	successfully	retrieving	person	data.	

- token_type:	Bearer	
this	will	never	change	

2.1.3. Example	call	
set url=https://<api-domain>/connect/token 

set clientId=<username> 

set password=<password> 

curl "%url%" -H "content-type: application/x-www-form-urlencoded" --data 
"client_id=%clientId%&grant_type=client_credentials&scope=IntegratorsAPI" --cacert 
cacert.pem --basic --user %clientId%:%password% 

If	you	don’t	have	curl,	you	can	get	it	from	here:	hZps://curl.haxx.se/download.html	
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2.1.4. Example	output	
{ 

 "access_token": 
"eyJhbGciOiJSUzI1NiIsImtpZCI6IjU1NzEyY2E4M2M3MDhiNDFlMDgyOThmZTUzN2U4MjNhIiwidHlwIjoiSldUI
n0.eyJuYmYiOjE0ODUyMTI2MTQsImV4cCI6MTQ4NTIxNjIxNCwiaXNzIjoiaHR0cHM6Ly9lY3IxNy10ZXN0LmxlYWR
1LmF0IiwiYXVkIjpbImh0dHBzOi8vZWNyMTctdGVzdC5sZWFkdS5hdC9yZXNvdXJjZXMiLCJJbnRlZ3JhdG9yc0FQS
SJdLCJjbGllbnRfaWQiOiJTaWVtZW5zIiwic2NvcGUiOlsiSW50ZWdyYXRvcnNBUEkiXX0.PT1NKXEcQNh8CkpwueU
h-
lRPdOIb8vze5_HbXnCQOHCmTZnmQVGrth9xT_Xxlfj4JuNnIJ1dUzE2Yc6KkZ4dydUflwTPzDsm9qLxPlSxFK0_13M
JtpNHLFUY1Pe-
Bexkcq3z8x5WPVENA5J4ZsVwSzRJX6TW32_1eAB3hBwTlpw4oUSAAvdgdOGt12jN6EY0Kew2v31yR3qnj55zR-6ExP
PqMVoDriyGSoQmNr-u10GA6HaEp5N_rBIK05-XMy-pC4ZaZsh7N6hkwHR85m1KD0-J_UsxjK836on9zeAAr-
RnoVS9341eE14yZ5F3uR6KrVTAUtxjd3bkOdHjIgfXbw", 

 "expires_in": 3600, 

 "token_type": "Bearer" 

} 

3. Gejng	Person	Informa@on	
To	get	person	informa@on	you	have	to	issue	a	GET	request	to	the	following	URL:	

hZps://<api-domain>/api/person/{badge-id}	
- badge-id:	This	is	the	alphanumeric	id	of	the	visitor	that	is	scanned	from	the	visitor	badges.	It	is	fixed	to	6	characters	and	is	

prefixed	with	0.	For	gejng	the	correct	person	data	you	have	to	leave	the	id	exactly	as	it	is	scanned.	E.g.	000532	

3.1. Person	Data	Request	

3.1.1. Header	
The	header	at	least	has	to	contain	the	authoriza@on	header	in	the	following	form:	

- Authoriza@on:	Bearer	<access_token>	

3.1.2. Return	data	
Person	data	is	returned	in	JSON	format	and	contains	the	following	fields:	

- firstName	

- lastName	

- email	

- profession	

- companyName	

- companyStreet	

- companyCity	

- companyZip	

- countryCode	-	in	ISO	3166-1	alpha-2	format	

- country	–	the	readable	country	name	of	the	visitor	

- saluta@on	

- academicTitle	

- emailPrivacy	-	BUSINESS	if	the	visitor	has	declined	the	propaga@on	of	his/her	email	address,	otherwise	OPEN	

- sex	

- placeOfWork	

- hospital	

- ins@tu@on	

- department	

- street	

- zip	

- city	

- state	

- extKey	–	the	scanned	badge-id	
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Please	note	that	some	fields	may	be	empty	if	not	filled	in	by	the	par@cipant,	or	if	the	person	has	declined	
propaga@on	of	some	of	his/her	data.		

3.1.3. Error	condi@ons	
If	the	requested	person	cannot	be	found	in	the	database	a	404	error	code	is	returned.	

If	the	authen@ca@on	failed	a	401	error	code	is	returned.	
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3.1.4. Example	call	
This	sample	is	using	the	curl	tool	and	is	using	windows	nota@on.	You	will	have	to	adapt	slightly	if	you	are	
running	it	on	Linux.	
set 
token=eyJhbGciOiJSUzI1NiIsImtpZCI6IkMxOUIzODk5NEJBRDYyQjAzNUQyMTRDNkI3QTcwRUE4OEIyQzFEN0Ui
LCJ0eXAiOiJKV1QiLCJ4NXQiOiJ3WnM0bVV1dFlyQTEwaFRHdDZjT3FJc3NIWDQifQ.eyJuYmYiOjE0ODUyMTUwNjA
sImV4cCI6MTQ4NTIxODY2MCwiaXNzIjoiaHR0cDovL2xvY2FsaG9zdDo1MDAwIiwiYXVkIjpbImh0dHA6Ly9sb2Nhb
Ghvc3Q6NTAwMC9yZXNvdXJjZXMiLCJJbnRlZ3JhdG9yc0FQSSJdLCJjbGllbnRfaWQiOiJUZXN0Q2xpZW50Iiwic2N
vcGUiOlsiSW50ZWdyYXRvcnNBUEkiXX0.SOwfHXpcmeLflYw0iiqvP1Uo2pfDcu3LY2P5Ba6j2ZnzsQ4jsqGkrgC1D
hNrq1YgHc5Mn5Bq7MUAS20SJz3ybuE69tftt8IN348bSLYx9c9ydduS7F_0zXL4H_yX0RWnlNMLyKElEPm9t5_4L86
mGK44CjQeBuMnRKyMMlkCIkbrdUpbzMwJImCJaTuOegf8fOACC3tLioiA-d1yN-
g4cn3o4KFZnXXb8YO3BYurBeBb4JmMse_MvKMU0Yl-ticOkAZchBcvcWJcQgyZVrP30y32jBHb2ro-
w9TDYdk7ToPuXwNbi4cPJw0ioWYIsHP-PliAw244c00KouJMIbAkcw 

set url=https://<api-domain>/api/person/2 

curl "%url%" -H "content-type: text/plain" -H "Authorization: Bearer %token%" -H 
"Connection: keep-alive" --cacert cacert.pem 

3.1.5. Example	output	
{ 

 "firstName": "Lucas", 

 "lastName": "Sebastian" 

 "email": "Donec.dignissim@metusAliquam.ca", 

 "profession": null, 

 "companyName": "Vitae Posuere Associates", 

 "companyStreet": null, 

 "companyCity": null, 

 "companyZip": null, 

 "countryCode": null, 

 "salutation": null, 

 "academicTitle": null, 

 "emailPrivacy": null, 

 "sex": null, 

 "placeOfWork": null, 

 "hospital": null, 

 "institution": null, 

 "department": null, 

 "street": null, 

 "zip": null, 

 "city": null, 

 "country": null, 

 "state": null, 

 "extKey": "2", 

} 

4. Rate	Limit	
The	API	is	protected	against	misuse	by	applying	a	rate	limit.	

4.1. Access	Log	

Apart	from	rate-limi@ng	API	access	each	access	is	also	logged	for	analy@cal	purpose.	

5. Test	Integra@on	
We	have	prepared	a	test	Token	for	you	to	facilitate	integra@on.	
In	order	to	use	this	API	you	have	to	use	the	following	parameters:	
The	test	data	has	numeric	badge	id’s	star@ng	from	1	

Client	ID:	TestClient	
Password:	MyClientSecret
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